[Ipunoxenue 2
K 00s13aTe/bHO nH(OpMalIuu
JUIsL pasMelleHHsl Ha caiTe

MH®OPMALMOHHAS AMSITKA
JUISI OBYYAIOIIMXCS JIUISI PASMELIEHUS
HA OOULIUAJTBHBIX HHTEPHET-PECYPCAX

C KaXXIbIM IoJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTLCS OOJIbILE, a [IKOJIb-
HUKH OJIHM M3 CaMbIX aKTHUBHBIX [0Jib30BatTesied Pynera. Mexay Tem, MOMHUMO
OTPOMHOI0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HeceT U IpobieMbl. JTa nmamMsT-
Ka J10JKHA TOMOYb TeOe 6e301acHO HaxXOAUThCS B CETH.

KoMnbiorepHbie BUPYCHI

Komibtorepapiii BUpYC - 9TO Pa3sHOBHIHOCTH KOMIIBIOTEPHBIX [POIPaMM,
OTJIMYUTENILHOH OCOOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTDh K PAa3MHOKEHUIO.
B nononHenue K 3TOMY, BUPYChl MOTYT MOBPEIUTh WJIH MOJTHOCTBIO YHHYTOKU T
BCce (ailiibl M JlaHHbIE, OJKOHTPOJIbHBIC MOJIB30BATENIO, OT HMEHH KOTOPOIo Obljia
3alnylleHa 3apakeHHas NporpaMma, a TakXke IMOBPEIUTh WM JaXKe YHHYTOXKUTD
OTIEPaIlHOHHYIO CUCTEMY CO BCeMHU (aiaMu B LenoM. B OoneplIMHCTBE ciiydaeB
pPacIpoCTpaHsOTCA BUPYChl Yepe3 HHTEpPHET.

MeTozb! 3alUThl OT BPEOHOCHBIX [IPOrpamMmM:

1. Mcnonp3yii COBpeMEHHbBIE OINEPAIMOHHBIC CUCTEMBbI, UMCIOLIME Cepbe3-
HBIA YPOBEHb 3alLUTBI OT BPEJOHOCHBIX IIPOTrpaMM;

2. IlocTtosHHO ycTaHaBiHMBail na4tu (UMQPOBBIC 3aIIATKH, KOTOPbLIE aBTO-
MaTHYECKH YyCTAaHaBIIMBAIOTCS C LEJbI0 J10pabOTKU NPOrpaMMbl) U Apyrue oOHOB-
JIEHUSI CBOEH ollepalMOHHOW cucreMbl. CKadyuBal MX TOJBKO ¢ OQUUMAIBLHOTO
cadta paspabdorunrka OC. Eciu cyuecrByeT pexHUM aBTOMATHYECKOIo OOHOBIIC-
HUS1, BKJIIOYH €ro;

3. Pabotail Ha cBOeM KOMIIBIOTEpE I0J1 IPaBaMu I10JIb30BATEIIs, a HE aJIMH-
HHUCTpATOpa. DTO HE IMO3BOJIMT 60HbIHH}{CTBy BpPCAOHOCHLIX IIPOI'PAMM HHCTAJLJIM-
pOBaTLCs Ha TBOEM MEPCOHAIBHOM KOMIIBIOTEPE;

4. Mcronb3yil aHTUBUPYCHBIE 1TPOrPAMMHBIE TPOJIYKTBI U3BECTHBIX MPOU3-
BOAMTEJIEH, C aBTOMATHYECKUM OOHOBJICHUEM 0a3s;

5. OrpaHu4s GU3NYECKUI JIOCTYI K KOMIIBIOTEPY JUIsi IOCTOPOHHUX JIMIL;

6. Mcnonp3y# BHemHue HOCUTENM UH(POPMALIMK, TAKUE KakK (JICILKa, JUCK
WM (paiil U3 MHTEPHETA, TOJBKO U3 IIPOBEPEHHBIX HCTOUYHUKOB;

7. He oTkpbiBaii KOMIIbIOTEpHBIE (aiiibl, MOJYUEHHbIE U3 HEHAJCKHBIX HC-
TOYHUKOB. [laxe Te aiinbl, KoTopble pHcian TBOW 3HaKOMbIN. Jlydie yTodHu y
HEro, OTIIPABIIsI JIM OH Tede uX.

Ceru WI-FI

Wi-Fi - 510 He By niepejiauu JIaHHBIX, HE TEXHOJIOTHS, & BCETO JIMIIL OPEH/I,
mapka. Eme B 1991 roay Huaepianjickas KoMIaHus 3apeructpuposaia OpeH/



"WECA", uro ob6osnauano ciaosocoderanue "Wireless Fidelity", koropsiit nepe-
BOUTCS Kak "OecrpoBO/iHas TOYHOCTB" .

Mo Hamero BpeMeHH J0111a Jipyrast ab0peBuarypa, Kotopas sBJISeTcs TaKok
Ke TexHosorueil. Oro abbpesuarypa "Wi-Fi". Takoe naszsanue ObUIO JaHO C
HaMEKOM Ha CTaHIapT BhICIICH 3BYKOBOH TexHuku Hi-Fi, 4to B nepesoje o3naua-
eT "BbICOKAsi TOYHOCTE",

Ja, OecrinaTHbIi MHTEPHET-IOCTYI B Kade, OTe/ISX U a’poIopTax sBIsSEeTCs
OTJITHYHONW BO3MOJKHOCTBIO BBIXOJA B MHTepHeT. HO MHOrMe sKcreprsl CYHTAOT,
4To odmenocrynHsie Wi-Fi cetn He sBASIOTCS Ge301MacHbIMH.

Cosertsl 0 H6e30nmacHocTH paboThl B 001Ie10CTYIHBIX ceTsx Wi-f1:

1. He nepenasaii cBoro nuuHyto nHGOpMaIuio depes oduiepocryabie Wi-Fi
cetu. PaboTas B HUX, )KenaTeIbHO HE BBOJMUTH I1IAPOJIM JIOCTYIIA, JOIMHBl U KaKue-
TO HOMeEpa;

2. Mcnone3yit 1 0OHOBIIAH aHTHBUPYCHbIE [IPOIpaMMbl U OpanaMayep. Tem
caMbIM Thl 00e30macuIlb ce0s 0T 3aKaYKH BUPYCd HA TBOE YCTPOMCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otiroun Gyskuuio "O6uwmii goctyn k daii-
naM u npuHrepaMm”. JlaHHas QyHKUMS 38KpbITa 110 YMOJYAHHUIO, 0JIHAKO HEKOTO-
pbl¢ MOJIB30BATENIM aKTHBUPYIOT e¢ JUIsl y100CTBa MCIOIB30BaHus B pabore Wiu
yyebe;

4. He wucnonp3yid myOuauunsiit WI-FI nis nepepadu JIMYHBIX J@HHBIX,
HalpuMep JUIsl BbIX0/1a B COLMAIbHBIC CETHU UIIH B 2JICKTPOHHYIO [1OYTY;

5. Mcnonp3yii Tos1bKO 3amuiienHoe coequnenue yepes HTTPS, a ne HTTP,
T.€. IpH Habope Beb-ajipeca BBOM UMeHHO "https://";

6. B mobuneHoM Tenedone orkimoun ¢pynkuuio "Tloakmouenue k Wi-Fi as-
tomathdeckn". He nonyckail aBTOMaTMHecKOro IOAKIIIOYEHHUs] YCTPOMCTBA K ce-
TsiM Wi-Fi 6e3 TBoero coracusi.

CounanbHble ceTH

ConmanbHble CeTH aKTHBHO BXOJSAT B HAILY KU3Hb, MHOI'HE JIIOJH paboTaroT
¥ JKUBYT TaM IIOCTOAHHO, a B Facebook y:xe 3aperucrpupoBai MUILIHAP/l 4€I0BEK,
4TO SIBJISIETCS OJHOM CEJAbMOI BCEX JKHTENIeH IIaHeThl. MHOTHE 110JIb30BATE/IH HE
MOHMUMAKOT, 4TO MH(MOpPMAlUs, pa3MeIIeHHass UMH B COLMAIBHBIX CETAX, MOIKET
OBITH HaﬁﬂCHa U HCIIOJIb30BaHa KEM YI'OIHO, B TOM 4YHCIIC HE o0s3arennHo ¢ OJia-
I'MMH HaMepPeHHSIMH.

OcHOBHBIE COBETBI 110 OE30IIaCHOCTH B COLMAIBHBIX CETAX:

1. Orpannye crimcok japysei. ¥V 1e0st B JIpy3bsiX HE JIOJDKHO OBIThH Cllydaki-
HBIX U HE3HAKOMBIX JIIOJIEH;

2. 3amuuiai cBOIO 4acTHYIO XHU3Hb. He yka3pisaii naposiu, tesieonbl, ajipe-
ca, JIaTy TBOEro POXKACHHS U JAPYryIO JIMYHYIO HHPOPMALMIO. 3JI0YMBIIUICHHUKH
MOTYT HCIIOJIL30BaTh Ja)ie HH(HOPMALMIO O TOM, KaK Thl U TBOH POJIMTEIH IJIAHH-
pyeTe MpOBeCTH KaHUKYJIbI;

3. 3amuinai cBOIO peryTauuio - JICPKHM €€ B YHMCTOTE W 3ajaBail cebe Bo-
IIPOC: XOTeJ ObI Thl, YTOOLI JIpyrUe MOJL30BATENH BHJIEIH, YTO Thl 3arpyiKaeiin?
[Tonymait, npexjie 4emM 4T0-T0 0nyOJMKOBATh, HAIUCATH U 3aTPy3UTh;



4. Ecii TbI rOBOPHILL C JIOJIbMH, KOTOPLIX He 3Haellb, He UCIOJIb3YH CBOE
peasbHOe MM U JAPYIYIO JIMYHYI0 MH(POpPMAUMU: UMS, MECTO JKUTEIbCTBA, MECTO
y4eObl ¥ pouee;

5. M3berait pazmewienus ¢ororpaduii B Uurepuere, riae tol u300pakeH Ha
MECTHOCTH, [10 KOTOPOH MOKHO OIPE/CIHUTE TBOC MECTOMNOJIOKCHHE,

6. Ilpu perucTpauru B COLMAIBHON CETH HEOOXOAUMO MCIIONIB30BATE CJIOK-
HbI@ NIapOJIM, COCTOAIIME U3 OYKB U LIU(P U C KOJIMYECTBOM 3HAKOB HEe MeHee &;

7. JAng couMagbHOR CeTH, [0YTBI U JAPYIUX CAHTOB HEOOXOJIMMO HCIIOJIB30-
BaTh pasHble 1aponu. Torga ecau teds B3IOMAIOT, TO 3JI0YMBIIUICHHUKH 1OJTy4YaT
JOCTYT TOJBKO K OJTHOMY MECTY, a He BO Bce cpasy.

DNEKTPOHHBIE IEHBIH

DNEeKTPOHHBIE JIEHbI'H - ATO O4€Hb YJIOOHbBIH Cr10co0 IUIaTexe, 0/(HaKo Cy-
IECTBYIOT MOILUEHHHUKH, KOTOPBIE XOTST LIOJYYHUTh ITH JICHbIU.

DJIeKTPOHHBIC ACHBIY ITOSBUIMCH COBCEM HEJIABHO MU MMCHHO M3-3a 3TOr0 BO
MHOI'MX IOCY/IapCTBax J0 CHX I10p HE IMPOMNUCAHO PO HUX B 3aKOHAX.

B Poccuu e oHM (YHKIIMOHHPYIOT U O HUX YK€ IPONUCAHO B 3aKOHE, e
MX pa3/le/iAI0T Ha HECKOJIBKO BMJIOB - aHOHMMHBIE M He aHOHMMHbIe. Pa3Huua B
TOM, YTO @aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MpoBOJUTh onepanuu 6e3
HJIeHTU(PUKALKMK T0JIb30BaTEIIsl, @ B HEAHOHUMHbBIX HJICHTH(UKALMS [10J1b30BATESI
SIBJISICTCSI 00S3aTCIIBHOM.

Takxe ciie/lyer pa3imyarh 2JeKTPOHHbIE (PUaTHbIE JIeHbIW (paBHBI rocynap-
CTBEHHbIM BallOTaM) M JJIEKTPOHHbIC HeduaTHble ACHBIUW (HE paBHbI rocyjaap-
CTBEHHBIM BaJIOTaM).

OcHoBHbIE COBETHI M0 0e301acHOi padoTe ¢ MNIEKTPOHHBIMU JICHLI'AMM:

1. IlpuBsku K cdyeTy MOOMIIbHBIH TesieoH. DTO caMblil y100HbBIH U ObICT-
pBIf cr1oco® BOCCTAHOBHUTH JIOCTYI K cueTy. [IpuBsizanusiil TesieoH MoOMOXKeT, ec-
au 3a0yjienlb CBOHM IUIATEKHBIA 11apoJib WM 3aijlelllb Ha CailT ¢ HE3HAKOMOI'O
YCTPOWCTBA;

2. Ucnonp3y#t oxHopasosble napoid. Ilocne nepexojia Ha yCHIeHHYIO aBTO-
puzanuio Tede yxxe He OyJeT yrpokarb ONacHOCTh KPaKy MIIM llepexBaTa 11aTex-
HOTO MapoJis;

3. BpiGepu cnoxueli napossb. llpecrynnukam OyjeT HE NpocTO yrajaarb
CJIOXKHBIA nmapoiib. HasleskHbie maposiy - 9T0 1apoJid, KOTOpbIe COJCpKAT He MEHee
8 3HAKOB M BKJIIOYAIOT B ce0sl CTPOUHBIE U MPOIMUCHBIE OYKBBI, IIU(MPbI U HECKOJIb-
KO CHMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, ¢yHTa, BOCKIMIATEIBHBIM 3HAK M T.II.
Hanpumep, $tROng!;;

4, He BBOJM CBOM JIMYHBIC JJAHHBIC HA CaliTax, KOTOPBIM HE JIOBEpsiellb.

DNeKTpOHHAs 1oYTa

DIEKTPOHHAs 104YTa - 3TO TEXHOJOIUS M MPEJIOCTABISEMBIE €10 YCIYTH I10
[EPEChUIKE U ITOJTYUYEHHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBbIE paclpeelstoTCs B
KOMITBIOTEPHOH ceTH. OOBIMHO JICKTPOHHBIH IOYTOBBIN SIIMK BBLITISAAUT CIE/1LY-
FOLUM 00pa3oM: UM _ToJib30BaTeNsi(@uMs_jjoMeHa. Taxxke kpome repejadu 1po-
CTOr0 TEKCTa, MMEETCS BOZMOXKHOCTH Mepe/iaBarh (haibl.

OcHOBHbIE COBETHI 110 O€3011aCHON padoTe ¢ IEKTPOHHOH TOYTOH:



1. Hano BeIOpaTh IpaBUIIbHBIA IOYTOBBIA CcepBUC. B uHTepHETE €eCTh
OrpOMHBIN BBIOOP OeCIUIATHLIX MOYTOBBIX CEPBHCOB, OJJHAKO JIy4llle J0BEPATH TEM,
KOI'0 3Haelllb U KTO [epPBLIH B PEUTHHTE;

2. He ykaspiBaii B TMYHOM 1OUTe JIMUHYIO HHOOpMaLuio. Hanpumep, iydiie
BbIOpaTh "My3bIKaNIbHBINA _(anaT@" win "pok2013" Bmecto "remal3";

3. Henosb3yit JByXdTallHyl0 aBTOPU3ALHIO. JTO KOIJA [OMHMO [apoJis
HY)KHO BBOJAHMTB KO/, IPUCBUIaeMbli 1o SMS;

4. BpiOepu clI0XKHBIHA 11aposib. [lJ1st Kak/10Tr0 OYTOBOIO SIIUKA JIOJDKEH ObITh
CBOM HAJIeXKHBIH, YCTOHYMBbINA K B3JIOMY I1ap0Jib;

5. Eciu ecTh BO3MOMKHOCTB HAllMCaThb CaMOMY CBOW JIMYHBIA BOIIPOC, MC-
NOJIb3YH 9TY BO3MOKHOCT;

6. Mcrionib3yil HECKOJILKO MOYTOBBIX sIUKOB. [lepBplil jyis yacTHON nepe-
MUCKH ¢ aJipecaTaMH, KOTOPLIM Thbl J0BEPSEIIb. DTO 3JIEKTPOHHBIA ajlpec He Hal0
UCTIOJIL30BATh MPH perucTpaluy Ha (popyMax v cairax;

7. He otkpeIBail ¢aiibl U Apyrue BIIOXKEHHUS B NMUCbLMAaX, JlaKe eC/IM OHH
NPHILIA OT TBOMX JApy3el. Jlydwe yroyHu y HMX, OTHPAB/ISAIM JIM OHU Tebe ITH
thaibl;

8. Ilocie oxoH4anusi paboTbl Ha IIOYTOBOM CEpBHMCE IEpel 3aKPbITHEM
BKJIQJIKH ¢ caliTOM He 3a0y)ib HaxaTh HA "Beiiitu".

KubepOy tuHI W1 BUPTYaJIbHOE U3/IeBATEILCTBO

KubepOyununr - npeciieioBanie COOOLIEHUSMHU, COJCPIKALIMMH 0CKOpOIIe-
HHSl, arpecCcHIo, 3allyruBaHue; XYJIMIaHCTBO; COlMallbHOEe DOUKOTHpOBaHHE C T10-
MOILBIO Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTsl 110 6oprde ¢ KHOepOyIITUHIOM

1. He Opocaiicsa B 0oit. JIyqmmii crioco0: MmocoBeTOBATLCS KaK ceOst BECTH M,
€CIIM HEeT TOro, K KOMY MOXKHO OOpaTUThbCs, TO BHA4ajle YCHOKOUThCS. Eciau Thi
Ha4yHelb OTBEYaTb OCKOPOJIEHUSIMHU Ha OCKOpOJIEHHs, TO TOJbLKO euie OoJiblie
Pa3oxIKellb KOH(MIIHKT;

2. Yrpasnsii cBoeii kubeppenyTraluei;

3. AHOHUMHOCTBb B ceTd MHUMas. CylIeCTBYIOT CIOCOOBI BBISICHUTB, KTO
CTOMT 3a AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJMranckui oOpa3 BHUpTyalibHOW >ku3HH. MHTepHET
(uKcHpyer BCe TBOM JCHCTBUS M COXpaHsieT UX. YJaluTh UX OyJeT KpaiiHe 3a-
TPYAHUTEIIbHO;

5. Cobmoaii CBOKO BUPTYAIBHYIO Y€CTE CMOJIOJLY;

6. Urnopupyit eauHu4uHbli Heratus. OHOpPa30BbIe OCKOPOUTEIIbHBIC CO00-
IIEHHUs] JIydlle UrHOpupoBaTh. OOBIMHO arpeccusi Mpekpaulaercss Ha HavdalbHOH
CTa/lUH;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOLICHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIIPAaBKH COOOLIEHMII ¢ orpe-
JI€JIEHHBIX a/lpecoB;

8. Ecim b1 cBuserens knbepOyiimura. TBou AeHCTBUS: BBICTYIIUTL IIPOTHB
peciieIoBaTells, 10Ka3aTh eMy, YTO €ro JICHCTBHUS OIICHMBAIOTCS HEraTHBHO, I10/1-
JIepKaTh KEPTBY, KOTOPOH Hy)KHaA ICHXOJOTMYECKas MOMOILb, COOOIIUTL B3pOC-
JIBIM O (PaKTe arpecCUBHOIO IOBEACHUS B CETH.



MoGunbHbId TenedoH

CoBpemeHHble cMapTHOHEI U IIAHILETBI COAEPKAT B cebe BIOJIHE B3POCIIbL
(byHKLHOHA, U TeNeph OHH MOIYT KOHKYPHUPOBATb CO CTALMOHAPHBIMU KOMIIBIO-
Tepamu. OQHAKO, CPeJICTB 3alIUThl JUls [10J00HBIX YCTPOHCTB I10KA 0YEHb MAIIO.
TectupoBanue ¥ MOUCK ySI3BUMOCTEH B HUX [POMCXOIMT HE TAK HHTEHCHUBHO, KaK
ams 1K, 1o e camoe kacaercss 1 MOOMIIBHBIX IIPUIIOKEHMIA.

CospemenHnble MOOMIIbHBIE Gpay3epbl YKe NPAKTHYECKH JIOIHAIH HACTONb-
HBIE aHAJIOTW, OJIHAKO pacliMpeHre (YyHKIMOHAJIA BiedyeT 3a CO00H OOJIbIIYIO
CJIOKHOCTH ¥ MEHBIIYIO 3alUIIEHHOCTb.

Jlasiexo He Bce MPOM3BOAMTENIM BBILYCKAOT OOHOBIECHHUS, 3aKPbLIBAIOIUE
KPUTHYECKUE YA3BUMOCTH JUISl CBOMX YCTPOMCTS.

OcHosHbIe coBeTbI J11s 6€3011aCHOCTH MOOUILHOTO TesleoHa:

Huuero ne siBnsiercs no-nacrosimiemy GecruiatibiM. Byabs 0cTOpokeH, Beib
Korzaa tebe mpejularaior OecriaTHbIi KOHTEHT, B HEM MOTI'YT ObITh CKPBITBI KaKue-
TO IJIATHBIE YCIYTH;

Hymaii, nmpexzae yem ornpasutb SMS, Goro wim Bugeo. Thl TOYHO 3HAEID,
riae oHu Oy 1yT B KOHEUHOM uTore?

Heobxonumo 00HOBISTL OIIEPALIMOHHYIO CHCTEMY TBOEI0 cMapT(oHa;

HMcnonp3yil anTUBUPYCHbIE TPOIPAMMBI JUIsi MOOMIILHBIX TeJIe()OHOB;

He 3arpykaii npuIoKeHHs OT HEH3BECTHOIO MCTOYHHKA, BEJb OHH MOIYT
ColiepXKaTh BPEJIOHOCHOE [IporpaMMHOe obecrieueHue;

ITociie Toro xak ThI BBIJIEIb C caiiTa, r/1e BBOJWI JIMYHYIO MHPOPMALMIO,
3ai/u B HaCTpoKKHK Opay3epa u yaanu cookies;

[lepronnuecku nposepsid, Kakue IUIaTHBIC YCIYTH aKTHBMPOBAHbLI HA TBOEM
HOMEpE;

JaBaii cBOW HOMEp MOOMILHOrO Teje(OHA TOJIBKO JIHOJSAM, KOTOPBIX Tbl
3Haellb U KOMY /10Bepsellib;

Bluetooth nomken ObITh BbIKIIIOYEH, KOrJa Thl UM He MOJIb3yelses. He 3a-
ObIBali HHOI1a POBEPSITH ITO.

Online urper

CoBpemenHble OHIAMH-UIPBI - 9TO KPACOYHBIC, 3aXBaThIBAIOLIME pa3Blicye-
HHA, 06'BGJIHHSIIOU.IHC COTHH TbICAY YE€JIOBCK I10 BCCMY MHPY. HFpOKH Heeleyror
JaHHBIA UM MHUP, OOIAIOTCS JPYT C JPYIOM, BBIIOJHSIOT 3a/laHusl, CPAKAIOTCS C
MOHCTPAMH H IIOJIYYalOT OINBIT. 3a YyJAOBOJBCTBUE OHHM ILIATST: OKYIAKOT JIMCK,
OIJIAYMBAKOT A00OHEMEHT UJIM NPUOOPETAIOT KAKHE-TO OITIIHH.

Bce a1 cpejcTBa uayT Ha oJIepKaHUE U PA3BUTHE UIPBI, @ TAKIKE HA caMy
0e301acHOCTb: COBEPUICHCTBYIOTCSI CHCTEMbI ABTOPU3ALUH, BBIITYCKAIOTCH HOBbIE
nat4u (UMQpPOBBIE 3aMIaTKK JUIS [IPOIPAMM ), 3aKPbIBAIOTCS YS3BUMOCTH CEPBEPOB.

B mono0HBIX WIpax CTOMT oOmacaTbesi HE CTOJNBKO CBOMX CONEPHHKOB,
CKOJIbKO Kpa)Xd TBOEro I1apoJis, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPH3allHH
OOJIBIIMHCTBA UID.

OcHOBHBIE COBETHI 110 0€30I1aCHOCTH TBOEI'O HIPOBOI0 aKKAYHTA:

1. Eciu apyroii urpok Bejer ce0s II0X0 WX co3jaer tebe HeNpUATHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UIPOKOB;



2. Toxany¥ics aZIMUHHCTpaTOpaM UIPbl HA IIOXO€ MOBEJEHHE HTOrO UIpo-
Ka, JKeJlaTe/IbHO MPUIIOKUTh KaKHEe-TO J0Ka3aTe/IbCTBa B BUIE CKPUHOB;

3. He yxaspiBall mHunyto nHoOpManuio B npodaiie urpsol;

4. Ypaxail Ipyrux y4acTHUKOB I10 UIPE;

5. He ycranapnuBail HeopHIIUATIBHEIC [TATYH U MOJILI,

6. Mcriob3yit CIIOKHBIE U pa3HbIC 1APOJIH;

7. Jlaxce BO BpeMs UIPbl HE CTOUT OTKIJIIOYATH aHTUBHpYC. [loka Tbl urpa-
€lllb, TBOM KOMIIBIOTEP MOI'YT 3apa3uTh.

QUIIWHT WK Kpa)a JIMYHbIX JaHHbIX

OObIYHOM Kpaxkel JeHer W JIOKYMECHTOB CeTrO/Hs YK€ HUKOI'O HE YIMBHILIb,
HO ¢ pasBUTHEM HUHTEPHET-TEXHOJOIHH 3JI0YMBIILIEHHUKH [1E€PEMECTHIINCH B MH-
TE€PHET, U IIPOJOJIKAIOT 3aHUMATLCS "TI0OUMBIM" J1€J10M.

Tak nosiBuiiack HOBas yrpo3a: HHTEPHET-MOLUCHHUYECTBA MM (DHILKHT,
rJlaBHast LEeJIb KOTOPOro COCTOMUT B IOJYYEHUH KOH(PUACHIMAIBHBIX JaHHBIX MOJIb-
30BaTeNIe - JIOrMHOB M naposiell. Ha anrnuiickom s3bpike phishing uuraercs kak
Guumnr (ot fishing - peiOHas o881, password - napon).

OcHoBHBIE COBETEI 110 0OpLOE ¢ PUITHHIOM:

1. Citeaun 3a cBOMM akKayHTOM. Eciu Thl 110J03peBaciib, 4TO TBOS aHKETa
Oblia B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKHPOBATh €€ M COOOLIMTH AAMHHUCTPATO-
pam pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonp3yii 6e3onacHble BeO-caidThl, B TOM HHCJIC, HHTEPHET-Mara3uHoB U
IIOMCKOBBIX CHUCTEM;

3. Mcnone3yii cinoxHble W pasuble naponu. Takum oOpaszom, eciau Tebs
B3JIOMAIOT, TO 3JJOYMBIUUIEHHHKH II0JY4YaT JOCTYII TOJIBKO K OJHOMY TBOEMY IpO-
¢duito B ceTH, a He KO BCeM;

4. Eciin Te0s B3710MalM, TO HEOOXO0MMO HPE/LyNPEJAUTh BCEX CBOMX 3HAKO-
MBIX, KOTOpble 100aBieHbl y TeOs B JIPY3bsiX, O TOM, YTO TeOs B3JIOMAJId U, BO3-
MOHO, OT TBOEr0 MMEHH OyJIeT pacchUIaThCsl CllaM U CCBUIKH Ha (DUIIHHIOBBIC
CalThI;

5. YcranoBu HanexHsbld nnaposs (PIN) Ha MoOuibHbIHR TenedoH;

6. OTkiII04M coxpaHeHue naposs B Opaysepe;

7. He OTKprBaﬁ Cbaf:IHbI U JpYyrde BJIOKCHHUA B IMHCbMax, Jdaye ¢CJIM OHH
NPHIIA OT TBOMX JApy3eil. Jlydlie yTo4HH y HHUX, OTIPABISUIM JIM OHU Tebe ITH
Gainbl.

[{ucdposas penyrarus

[ludposas perryranusi - 3T0 HEraTUBHAS WM [MO3UTHUBHAs MHOOpMAIMs B
cet o Tebe. Komnpomerupyromas uadopMmalius, pazMelieHtas B MHTepHeTe, MO-
JKET Cepbe3HbIM 00pa3soM OTpa3UThbes Ha TBOCH peasibHOM xu3Hu. "Lludposas pe-
myTauus” - 3TO TBOW MMHJK, KOTOpbIH hopmupyercs u3 uHdopmanuud o tedbe B
UHTEpHETE.

TBoe MecTo »)uTenbersa, yuedbl, TBOe (GUHAHCOBOE 110JI0KEHHE, 0COOEHHO-
CTH XapakTepa U paccKasbl 0 OJIM3KUX - BCE 2TO HAKAIlJIMBAETCs B CETH.

MHoOrue noapoCTKHY JIErKOMBICIIEHHO OTHOCSTCS K ITyOJIMKALMHU JIMYHOH UH-
¢opmaunu B MHurepHere, He NOHMMAas BO3MOKHBIX IOC/ICACTBUA. Thl aaxe He



CMOXEIIb JI0razaThess 0 TOM, 9To (ororpadus, pasMelleHHas 5 JIeT Ha3ajl, craia
NPUYMHON OTKA3a NPUHATHL TeOs Ha padory.

Kommenrapuu, pasmeuiense TBOUX Gortorpaduil u jApyrue AeHCTBUS MOIYT
HE MCUE3HYTh Ja)K¢ II0CJI€ TOI0, KaK Thl UX yjanuuib. Tbl HE 3HAEHIb, KTO cOXpa-
HHJI OTY UH(POPMALMIO, 11011a/1a JIM OHA B IIOUCKOBBIC CHCTEMBI M COXPAHUIIACH JIX
OHa, a IJIaBHOE: YTO IOAYMAalOT 0 Tebe OKpY’:KarollMe JIKO/M, KOTOPbIe HAWIYT |
yBUIAT 3T0. Halitu uHdopmanuo MHOTO JIeT crycrs cMoxeT o000k - Kak 13 J100-
pBIX NOOYKACHUH, TAK U ¢ HAMEPEHHMEM [IPHYHHHUTL Bped. DTO MOXKeT ObITH KTO
YIOJIHO.

OCHOBHBIE COBETBI 110 3alMTE UPPOBOM PerLyTALUK:

1. TToxymaii, npex/ie ueM 4ro-To MyOJIMKOBAThL U NepeaaBaTh y cebs B 6iore
HIIH B COLMAIBHOM CceTH;

2. B Hactpoiikax npouisi yCTaHOBH OrpaHMYEHHs] Ha MPOCMOTP TBOETO
NpOQUIIS ¥ €ro COACPIKUMOro, cielail ero Toiapko "uist apyseid";

3. He pasmemaii u He yka3bIBail HHPOPMAIHIO, KOTOPas MOXKET KOro-aubo
OCKOpOJIATh WIK 00MXKaTh.

ABTOpPCKOE I1paBo

CoBpeMeHHbIE IIKOJbHMKMA - AKTUBHbBIC I10Jb30BATENIM U(POBOroO Ipo-
cTpadcTBa. OQHAKO JaJeKO HE BCE 3HAIOT, YTO M0JIb30BaHUE MHOTUMH BO3MOYKHO-
CTAMH IIM(POBOro Mupa Tpedyer coOIOIeHUs TIpaB Ha MHTEIUIEKTYAIbLHYIO CO0-
CTBEHHOCTb.

Tepmun "uHTEIIEKTYaIbHAS COOCTBEHHOCT" OTHOCHUTCS K Pa3IMuHBIM TBO-
PEHHSIM YEJI0BEYECKOI0 yMa, Ha4MHasl ¢ HOBLIX M300peTeHud U 3HAaKOB, 0003HA-
YarOUMX COOCTBEHHOCTh HA HPOAYKTHI U YCIyIH, U 3aKaH4YMBash KHUIaMH, (HOTO-
rpaduAMH, KHHO(MUIBMAMH U MY3bIKQJILHBIMH [IPOH3BEICHUSAMH.

ABTOpCKHME IIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYyalbHYK) COOCTBEHHOCTL Ha
IIPOM3BEICHHU HAYKH, JIMTEPaTypbl U UCKycCTBA. ABTOPCKHE IpaBa BHICTYIAIOT B
Ka4eCTBE rapaHTHH TOI0, 4YTO MHTE/UIEKTYaJIbHbIH/TBOPYECKHI TPyl aBTopa He Oy-
JET HaIllpacHbIM, JacT eMy CIpaBeNIMBble BO3MOXKHOCTH 3apaboTarh Ha pe3yJibra-
Tax CBOEro Tpyja, MOJyYUTh U3BECTHOCTh M Npu3HaHue. Hukro 6e3 pasperieHus
ABTOPa HE MOXKET BOCIIPOM3BOJMTH €ro IPOU3BEJIEHUE, PACIIPOCTPAHSITD, My0InY-
HO JACMOHCTPHPOBATh, IIpOoJaBarTb, MMIIOPTHUPOBAaTh, IIyCKaTbh B IIPOKar, l'IyGJlH'—lHO
HCIIOJIHATD, [T0KA3bIBATh/UCIIONHATE B ddupe win pasmeinars B MarepHere.

HcnonpzoBanue "nuparckoro” nporpaMMHOro obecriedeHusi MOKeT puBe-
CTH K MHOI'MM PHCKaM: OT IIOTEPH JIaHHBIX K TBOMM aKKayHTaM J10 OJOKHPOBKH
TBOEI0 YCTPOMCTBA, IJle yCTaHOBIIEHA HellerajibHas nporpamma. He crour takxke
3a0pIBaTh, 4TO CYLIECTBYIOT JierajbHble M OeCIUIaTHBIC IPOrPaMMbI, KOTOpbIE
MOKHO HAWTH B CETH.

O noprane

CereBUUYOK.p() - TBO¥ INIaBHBIIM COBETYHK B CETH. 31ECh Thl MOKEIIb Y3HATD
0 0€30I1aCHOCTH B CETH ITOHATHLIM U JIOCTYIIHBIM A3BIKOM, & IPH BOSHUKHOBCHHUN
KPUTHYECKOH CHUTyalluH OOpaTHTBhCS 3a COBETOM. A TaK)Ke IIPUHSTH y4acTHe B
KOHKYPCax M CTaTh CaMbIM HU(POBBIM I'paxkaHUHOM !



