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NHO®OPMALMOHHAS ITAMSITKA
AJI51 OBYYAIOIMUXCS AJ151 PASMEILEHUS
HA OPULHHUAJIBHBIX UHTEPHET-PECYPCAX

C KaXXIbIM rojIoM MOJIOAEKH B HHTEpPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIb-
HUKH OJHHM W3 CaMbIX aKTUBHBIX Mojb3oBareneil Pynera. Mexay Tem, moMUMO
OFPOMHOI'0 KOJIMYECTBA BO3MOXKHOCTEH, UHTEPHET HeCeT U MpoOaeMbl. ITa maMsT-
Ka J0JKHA TOMOYb TeOe 6e30MmacHO HaXOAUTLCS B CETH.

KoMIbioTepHble BUPYCHI

KoMmnbloTepHblii BUPYC - 3TO Pa3sHOBUAHOCTb KOMIIBIOTEPHBIX IPOTpam,
OTJINYUTEJIBHOM OCOO@HHOCTHIO KOTOPOI SIBIISIETCS CIIOCOOHOCTE K Pa3MHOKEHHIO.
B nononneHue k 3TOMY, BUPYCHl MOTYT MOBPEIUTH WU MOJHOCTBIO YHUYTOKUTH
Bce (alliibl U JaHHble, [IOJAKOHTPOJBHBIE [10J1b30BATENI0, OT UMEHHU KOTOpPOro Obuia
3allyllleHa 3apaKeHHas [porpamMma, a TakKe MOBPEIUTb MU AakKe YHUUTOKUTH
ONEepPaLlHOHHYI0 CUCTEMY cO BceMmH (aitnamu B 1enoMm. B GonplmiuHCTBE ciiydyaeB
pacnpoCTpaHAIOTCS BUPYCHI Yepe3 UHTEePHET.

MeToibl 3alUTHl OT BPEJOHOCHBIX [TPOTrpaMM:

1. Ucnonp3yii coBpeMeHHBIE OMEpaliOHHBIE CHCTEMBI, UMEIOIINe Cephe3-
HBIHM YPOBEHb 3aIUTHI OT BPEAOHOCHBIX MIPOrpaMM;

2. IlocrosiHHO ycTaHaBIMBai mautd (UM(QPOBBIE 3aIUTaTKH, KOTOPBIE aBTO-
MaTHU4eCKH YCTAaHABIMBAIOTCS C LB A0pabOTKHU MPOrpaMMBl) U OApyrue oOHOB-
JeHusi CBOelt ornepaluoHHOU cuctembl. CkauuMBail UX TOJBKO € OQUIMAIBHOIO
caiita paspadoruuka OC. Ecnm cyuiecTtByeTr pexuM aBTOMaTHYECKOro OOHOBIIe-
HUS, BKJIFOYH €TO0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE IMOJ IpaBaMU IOJb30BaTeNs, a HE aJMu-
HUCTPATOpa. DTO HEe MO3BOJIUT OOJILIIMHCTBY BPEJIOHOCHBIX MPOrpaMM MHCTAJIU-

POBaThbCsa Ha TBOEM II€PCOHAJIbHOM KOMITBIOTEPC,
4. HMcnosib3y aHTHUBUPYCHbIC IIPOrPAMMHBIE IPOAYKTbl U3BECTHBIX MPOHU3-

BOAMTENEH, C aBTOMAaTHYECKUM 0OHOBIeHHEM 0as3;

5. Orpanuyb GU3MUECKHH JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIMLL;

6. Wcnonp3yil BHENIHUE HOCUTETH UH(POpPMAIIUU, TaKue Kak (ienika, JUCK
wiu (aiis U3 UHTepHeTa, TOJIBKO U3 TIPOBEPEHHBIX HCTOUYHUKOB;

7. He oTkphIBail KOMIBIOTEpHBIE (hailiibl, IOTYYCHHbBIE U3 HEHAICKHBIX HC-
TOYHUKOB. Jlaxke Te (ailibl, KOTOpble MpUCiIal TBOM 3HaKOMBIH. Jlydine yTounu y
Hero, OTIPaBJIsiyI Ik OH Tebe UX.

Cetu WI-FI

Wi-Fi - 510 He BUJ nepegayu JaHHBIX, HE TEXHOJOTHSI, a BCEro JIMILb OpeH,
mapka. Eme B 1991 roay Huaepnanjackas KOMMAHUS 3aperHCTpUpoBajia OpeH.
«WECA», uro obo3navano cioBocoderanue « Wireless Fidelity», kotopsrii nepe-
BOJAMTCS KakK «OecnpoBOHAas TOUHOCThY.

Jlo Hamlero BpeMeHH Jouiia aApyras abopeBuarypa, KOTopas siBIseTCsl TaKOH



Ke TexHojoruei. Jto abOpeBuarypa «Wi-Fi». Takoe Ha3zBaHume ObLIO HaHO ¢
HaMEKOM Ha CTaHJapT BeIcliel 3BykoBoi TexHuku Hi-Fi, uto B nepeBoxe o3Haya-
eT «BBICOKasg TOUYHOCTHY.

Ma, OecriiaTHbIM MHTEPHET-AOCTYN B Kade, OTeIsIX U a3ponopTax SBISETCS
OTJIHYHOM BO3MOJKHOCTBIO BbIXOJa B MHTepHET. Ho MHOrme 3KCmepThl CYHTAIOT,
yro obmenoctynHbie Wi-Fi ceTu He aBist0TCS 6€30MacHBIMMU.

CoBertsl 1o 6e30macHOCTH paboTEl B 001IeI0CTYIHBIX ceTax Wi-fi:

1. He nepenasail cBoro JIMYHYIO UH(pOpMaLuio yepe3 obmenoctymnHeie Wi-Fi
ceTd. PaboTas B HHUX, JKeJIaTeILHO HE BBOAMTH IIapOJIM JOCTYIIA, JOTHHBI U KaKHe-
TO HOMEpa;

2. Mcnionb3yii 1 0OHOBIISN aHTUBUPYCHBIE TIPOrpaMMBbl U Opanamayep. Tem
caMBIM ThI o0e3omnacuilb ce0s OT 3aKayKy BUpyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢ynkumto «OO0mmii gocTyn K ¢aii-
JaM U npuHTepam». JlaHHas QyHKUMS 3aKpbITa MO0 YMOJIYAHHUIO, OJHAKO HEKOTO-
pble MOJb30BaTeIM aKTHBUPYIOT ee AId yaoOcTBa MCIIONB30BaHHsS B paboTe WU
yueOe;

4. He wucnonws3yii nyOomumusneii WI-FI nias nepenayu JUYHBIX JaHHBIX,
HaIlpUMep JUId BBIXOJla B COLMANIBHBIC CETH MITH B 3JIEKTPOHHYIO TIOYTY;

5. Ucnonp3yii Tonbko 3amuiienHoe coeaunenue yepe3 HTTPS, a e HTTP,
T.€. Ipu Habope Beb-anpeca BBOAU UMEHHO «https:/»;

6. B MmoOunbHOM Tenedone otkmoun Gynkuuio «lloakmouyenue k Wi-Fi aB-
ToMartuyecku». He nomyckaii aBTOMarH4eckoro MOAKIFOYEHHUS YCTPOMCTBa K ce-
M Wi-Fi 6e3 TBoero cornacus.

CouuanbHble CeTH

CoumanpHble ceTH akTUBHO BXOIAT B HAIIly JKU3HB, MHOTHE JIFOIH PabOTAIOT
1 KUBYT TaM IOCTOSIHHO, a B Facebook yixe 3apeructpupoBan MUauap; 4eaoBex,
4TO SIBISETCS OJHON ceabMOI BceX KUTelell miaaHeThl. MHOTHE M0JIb30BaTeNN He
MOHUMAIOT, YTO HHGpOpPMALMs, pa3MelleHHas HMHU B COLIMAIBHBIX CEeTSAX, MOYXKET
ObITh HaliJleHa ¥ MUCII0JIb30BaHA KeM yroJHO, B TOM 4HCIle He o0s3aTelbHO ¢ Oia-
I'MMH HaMEPSHHUSIMHU.

OcHoBHBIE COBETBI 110 6@30IaCHOCTH B COLMAIBHBIX CETAX:

1. Orpanu4p criucoxk Apyseil. Y TedOs B ApYy3bAX HE OO/KHO OBITH CiIyHaii-
HBIX U HE3HAKOMBIX JIIOAEH;

2. 3amuMuiai cBor 4acTHYIO Ku3Hb. He ykaspiBaii naponu, tenedoHsl, agpe-
ca, 1aTy TBOEro POKJIEHHUS U APYTYIO JTHYHYIO WH(GOPMALHIO. 310yMBIIITIEHHIKH
MOTYT UCIO/IB30BaTh Aake WH(MOPMALIMIO O TOM, KaK Thl U TBOM POAMTENH ILIaHHU-
pyeTe MpOBEeCTH KaHUKYIIbI;

3. 3amMiuai cBOIO penyTalMio - AepXkKH €€ B YUCTOTe M 3anaBail ceOe BO-
poc: XOoTes Obl Thbl, YTOOB! Apyrue MOJIb30BATENM BUIEIH, YTO ThI 3arpy’kKaeuib?
[Togymail, npekae 4eM 4To-TO OIyOJIMKOBATh, HAMCATh U 3arPy3UTh;

4. Ecay Thl TOBOpHULIb C JIOIbMHU, KOTOPBIX HE 3HAEllb, HE UCIOIb3Yi CBOE
peallbHOE MMS U IPYTylO JUYHYIO HH()OPMALMU: UMs, MECTO JKUTEIIbCTBA, MECTO
y4yeObl U npoyee;

5. Mzberai pasMmeltenus dororpaduil B MHTepHeTe, rae Thl U300pakeH Ha
MECTHOCTH, I10 KOTOPOH MOKHO OIPEIEIUTh TBOE MECTOIOIOKEHHUE;



6. IIpu peructpanuu B COLMAIbHOM CETH HEOOXOIUMO HUCIIOIB30BaTh CI0K-
HBIE I1apOJIM, COCTOSIIIME U3 OYKB U LU(P U ¢ KOTHYECTBOM 3HAKOB HEe MeHee §;

7. JIns colManbHOW CETH, TOYThI U IPYTUX CAUTOB HEOOXOAUMO MCIIOJIbL30-
BaTh pasHble napoiu. Toraa ecnu Tedst B3IOMAIOT, TO 3JI0YMBIIUIEHHAKH I10Jy4aT
JOCTYII TOJIBKO K OJJHOMY MECTY, a He BO Bce cpasy.

JIIEKTPOHHBIE JIEHbIH

ONeKTPOHHbIE JeHbIH - 3TO OYeHb YIOOHBIN CIIOCO0 IIaTeX e, 0IHAKO Cy-
LICCTBYIOT MOILLIEHHUKH, KOTOPbIE€ XOTAT MOJYYHUTh 3TH JACHBIH.

DJIEKTPOHHBIE JE€HbIU NOSBUIMCH COBCEM HEIaBHO M MMEHHO H3-3a 3TOr0 BO
MHOTIMX rocy1apcTBax /10 CUX MOp He IMPOIMUCAHO NPO HUX B 3aKOHAX.

B Poccun ke oHM (D)yHKUMOHHPYIOT M O HHX YK€ MPOIKCaHO B 3aKOHE, IJie
UX pasleNsioT Ha HEeCKOJBKO BHJIOB - aHOHMMHbIE W HE aHOHMMHBIE. PasHuua B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaercs MpPOBOAUTEL onepaiuu 6e3
HAEHTU()UKALMY [0I30BaTells, @ B HeAHOHUMHBIX MIEHTU()UKAIMS [T0JT630BaTENs
ABIISIETCS 00s13aTETLHOM,

Taxke cnemyer pasnuuare J1eKTPOHHbIE (PUATHBIE IeHbIH (PaBHBI rocyaap-
CTBEHHBIM BalIOTaM) M 3JIEKTPOHHble HedHUaTHble NEeHbIH (He paBHBI rocyaap-
CTBEHHBIM BaJIOTaM).

OcHoBHbIe cOBETHI 110 Oe30nacHOi paboTe ¢ 3J1eKTPOHHBIMU Je€HbIaMU:

1. IlpuBsikm K cueTy MOOMIBHBINA TenedoH. DTo caMblil yIOOHBIH U OBICT-
PBIif C110cO0O BOCCTAHOBUTH JIOCTYTI K cueTy. [IpuBsizaHHbli TenedOH MOMOXKET, ec-
nu 3a0yAemb CBOW IJIATEXKHBIM Mapojib WK 3ailellb Ha CaUT ¢ HEe3HaKOMOTro
YCTPOUCTBA;

2. Ucnone3yit oqHopasossle naposu. [locie nepexona Ha yCHIEHHYIO aBTO-
pusanuio Tebe yxke He OyJIeT yrposkaTh ONMaCHOCTh KPaKy WU IlepexBara IlaTex-
HOT'O MapoJs;

3. Beibepu cnoxHblii mapoins. IlpectynmHukam OyaeT He INPOCTO yraiarh
CII02KHBIH naposs. HaxexHele maponu - 5To maposi, KOTOpEIe COJEpKaT He MeHee
8 3HAaKOB M BKJIIOYalOT B ce0si CTPOYHbIE ¥ NPOIMHKCHbIe OyKBbI, HU(PBl U HECKOJIb-
KO CHMBOJIOB, TaKM€ Kak 3HaK JoJuiapa, (yHTa, BOCKIMLATENbHBIN 3HAK M T.II
Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHbIC Ha caliTax, KOTOPbIM HE JOBEPSCIIb.

DIeKTpOHHAs o4YTa

DJIeKTPOHHAs I10YTa - 3TO TEXHOJOTHS M MPEIOCTaBIsIeMbIe €0 YCIYTH 0
[EPECBUIKE U MOJYUYEHHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE pacrpeestoTcs B
KOMITbIOTEpHOM ceTH. OOBIYHO 3JI€KTPOHHBIM MMOYTOBBIM SIIUK BBIMJISAUT ClIEIy-
IOIIUM 00pa3oM: UMs_I10Jb30BaTeId(@uUMs_nomMeHa. Takke Kpome Iepefadu mpo-
CTOr0 TEKCTa, UMEeTCs BO3MOXKHOCTH IepeiaBaTh (aisl.

OcHoBHBIE COBETHI 10 He30macHoi paboTe ¢ MCKTPOHHOMN MOYTOMH:

1. Hano BbIOparh mnpaBuiibHBIA MMOYTOBBI cepBuc. B uHTepHETE eCTh
OTPOMHBIN BbIOOp O€cIyIaTHBIX [IOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle J0BEPSTh TEM,
KOro 3Haellb ¥ KTO IIEPBbIN B PEUTHHIE;

2. He yka3sbiBali B TMYHOM NouTe TU4UHYI0 HHGopManuo. Hanpumep, nydine
BBIOpaTh «My3bIKalbHBIH _(paHaT@» uiu «pok2013» BMecto «remal3»;

3. HMcnonb3y#l ABYX3TanHyIO aBTOPHU3ALHIO. DTO KOTAa IMOMHMO IapoJis



HY)XHO BBOJIMTB KO/, IPUChLIaeMblii 1o SMS;

4. BeiGepu coxHBlil aposs. Iiis Kak0ro MoYTOBOrO SITUKA JOKEH ObITh
CBO# HaJIeKHBIH, yCTOHYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXKHOCTB HamnmcaTh CaMOMy CBOM JIMYHBIA BOIPOC, HC-
MOJIB3YU 3TY BO3MOKHOCTE,

6. Hcrosib3y# HECKONBKO IOYTOBBIX SIIHKOB. [lepBblil 1718 4acTHOH mepe-
IIACKH C aZipecaTaMu, KOTOPBIM Thl JOBEPsi€lIb. JTO 3JEKTPOHHBIN aapec He HaJI0
UCTIOIB30BaTh MPU PerUCTpaluy Ha (opyMax U cairax;

7. He orkpeiBaii (aiinbl U Apyrue BIOKEHHS B NMCHMax, AaKe €CIM OHHU
NPULUIA OT TBOUX Apy3eil. Jlyyiie yTouHM y HUX, OTHNPABIAIM JIH OHH Tebe ITH
(aiinbi;

8. Ilocme oxoH4YaHMs pPabOTBI Ha IIOYTOBOM CEPBHCE IIepel 3aKphITHEM
BKJIAJIKH C CaliTOM He 3a0yab HaxkaTh Ha «BeIiTH».

KubepOynauHr umm BUpTyaabHOE U3/1€BATENLCTBO

KubGepOymmiHar - npecnesjoBanie coOOUIEHUAMMU, COAEPKALIMMU OCKOpOIe-
HMS, arpeccHio, 3alyTriBaHue; XyJIUTaHCTBO; COLUANbHOE OOMKOTHpOBAHME C I10-
MOILBIO PA3JIMYHbIX UHTEPHET-CEPBUCOB.

OcnoBHble coBeThI 110 60pbbe ¢ KubepOyILITHHIOM:

1. He ©pocaiicst B 60it. JIyumnii crioco6: mocoBeToBaThesl Kak ceOsl BeCTH U,
€CJIH HET TOr0, K KOMY MOKHO OOpaTHTBCS, TO BHAYalle YCHOKOMThCS. Ecau Thl
Ha4YHEelIb OTBEYaTb OCKOPOJIEHMSAMH Ha OCKOpPOJEHMS, TO TOJBKO ele OoJblie
pa3oxKellb KOH(PIIHUKT;

2. Ynpasnsii cBoeil kubeppenyTranuei;

3. AHOHUMHOCTB B ceTH MHHMMas. CyLIECTBYIOT CITOCOOLI BBIACHUTH, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIWTraHCKHH o0pa3 BUPTYadbHOW JKW3HH. WHTEepHET
(GuKCHpyeT Bce TBOM AEHCTBUS M COXpaHseT MX. YAaluTh UX OymeT KpaiiHe 3a-
TPYAHUTENHHO;

5. Cobmonaii CBOIO BUPTYAJbHYIO YeCTh CMOJIOY;

6. Urnopupyil enuHuuHBIN HeraTuB. OHOPa30BbIle OCKOPOHUTENBHEIE CO00-
IIEHUs JIyylle MrHOpUpoBaTh. OOBIYHO arpeccHs MpeKpallaeTcs Ha HadajabHOM
CTaaHH]

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIEHHUSIMH, B
COIMANIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOLIEHHUH ¢ onpe-
JICJIEHHBIX a/IPeCOB;

8. Eciu TBI cBHaeTeNns KuOepOyuHra. TBOM AEHCTBUSA: BRICTYIIHTD [IPOTHB
[Ipec/Ie10BaTells, I10Ka3aTh eMy, YTO ero AeHCTBUS OLIEHUBAIOTCS HETaTHBHO, MOJI-
AepKaTh JKEPTBY, KOTOPOH Hy)KHa IICHXOJIOrMYECcKasi IOMOILb, COOOIIUTh B3pOC-
JbIM 0 (paKTe arpecCUBHOTIO NMOBEACHHS B CETH.

MoOunbHbIN TenedoH

CoBpeMeHHbIe cMapT(HOHBI U [UIAHILIETHI COAEPIKAT B cebe BIIOJIHE B3POCIBIA
(GyHKIHOHAM, U Tenepb OHH MOIYT KOHKYPHPOBATH CO CTALMOHAPHBIMU KOMIIBIO-
TepaMu. OQHAKO, CPEACTB 3alIMThI Uil MOAOOHBIX YCTPOMCTB MOKA OYeHb Majlo.
TectupoBanue 1 MOKMCK yA3BUMOCTEH B HUX MPOMCXOAUT HE TaK MHTEHCHBHO, Kak
st TIK, To xe camoe kacaercss U MOOMIBHBIX MTPUIIOKEHHUIA.



CoBpemeHHble MOOGUIBHBIE Opay3epbl yXKe NPaKTU4eCKH JAOTHAIU HACTONb-
HbI€ QHAJIOTH, OJHAKO pacClIdpeHHe (DYHKIMOHANIa BJIeYeT 3a coboit OobIIyIO
CJIOKHOCTh ¥ MEHBIIYIO 3aLUIICHHOCTb.

Haneko He Bce MPOU3BOAMTENH BBIMIYCKAIOT OOHOBIICHHWS, 3aKpHIBAIOIINE
KPUTHYECKHE YS3BUMOCTH /111 CBOMX YCTPOMNCTB.

OcHOBHBIE COBETHI 151 6€30IIaCHOCTH MOOUIIEHOTO TeneoHa:

Huvero He sBnsgeTCA MO-HACcTOANIEMY OecruiaTHBIM. Bynb ocTopoxkeH, Beab
Korza Tebe npejararoT OeCcrIaTHbI KOHTEHT, B HEM MOI'YT ObITh CKPBIThI KaKHe-
TO IIJIaTHBIC YCIIYTH;

Hymaii, npexne yem otnpaButh SMS, ¢oro nnm Bugeo. Thl TOUHO 3HAElb,
rjae oHu OyAyT B KOHEYHOM HUTOTE?

Heo0xo011M0 00HOBIATE ONEPAHOHHYIO CHCTEMY TBOETO cMapT(OHa;

Vcrnone3yi aHTUBUPYCHBIE ITPOrPaMMBbI ISt MOOMJIBHBIX Telle(OHOB;

He 3arpysxaili npuioXKeHus 0T HEH3BECTHOTO MCTOYHUKA, BEIb OHH MOTYT
colepKaTh BPEJOHOCHOE IPOrpaMMHOE 00ecIIeueHue;

[Tocsnie Toro Kax Thl BbIHAEIIb ¢ caliTa, I1e BBOAMI JUYHYIO HHPOPMALIKIO,
3aiiin B HacTpoiiku Opaysepa H ymanu cookies;

[lepuoaudecku npoBepsii, Kakue IJIATHbIE YCIYTH aKTHBUPOBAHLI HA TBOEM
HOMepe;

JlaBaii cBOii HOMep MOOMJIBHOrO TelaedoHa TOJBKO JHOISIM, KOTOPBIX ThI
3Haelllb U KOMY JOBEpselb;

Bluetooth momken ObITH BBIKIIIOYEH, KOTAA Thl UM HE nojb3yemnibes. He 3a-
ObIBaii HHOI/1a IPOBEPSITH ITO.

Online urpsr

CoBpeMeHHBIe OHJIaHH-UIPHI - 3TO KPacOYHEIE, 3aXBaTHIBAIOIINE pa3Bieye-
HYsl, O0BbEIMHSIONIME COTHHA ThICAY Ye/IOBEeK M0 BceMy MHUPY. VIrpoKd HCCaeayoT
J@HHBIH UM MHUp, 00LIAIOTCs APYT C APYroM, BBINOJHSIOT 3aJaHUsl, CPaXKaroTCsa C
MOHCTPaMU M IIOJIy4arOoT OIBIT. 3a YJOBOJBCTBHE OHH IIIATAT: MOKYMAKOT JMCK,
OIJIaYMBarOT a0OHEMEHT MM NPUOOpeTaroT KaKue-To OILIKH.

Bce aTu cpencTBa AyT Ha NOJAJEpKaHUe U pa3BUTHE UIPhl, a TAKXKE HA camy
0€e301MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbl aBTOPHU3alLlMH, BBIITYCKAIOTCS HOBBIE
nat4y (Hu@poBble 3aMJaTKH A IPOrPaMM ), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1moaoOHBIX Hrpax CTOMUT oOmacaTtbCs HE CTOJNBKO CBOMX COIEPHUKOB,
CKOJIbKO Kpa)XH TBOEro Iapoiisg, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOPH3ALIMH
OONBIIMHCTBA UIP.

OcHoBHBIE COBETHI 110 0€30MaCHOCTH TBOEr0 UIPOBOIO AKKAYHTA:

1. Ecnu npyroii urpok Bezer ce0s IJI0XO MM co3laeT Tebe HEeNPUSTHOCTH,
3a0JIOKMpY# €ro B CIIMCKe UIPOKOB;

2. IMoxanyiicss aiMHHHCTpAaTOpaM HIPbl Ha IUIOXO0€ MOBEJIEHHE 3TOr0 MIpo-
Ka, JKeJIaTeJIbHO MPHUJIOKHUTh KaKHe-TO 10Ka3aTesIbcTBa B BUAE CKPUHOB,;

3. He ykasbiBail 1n4Hyr0 MH(OpMaLuio B npoaiiie Uurpsl;

4. YBakall APYTUX yYaCTHHUKOB 110 UTPE;

5. He ycranaBnuBait HeopuLHalbHBIE TATYA U MOBI;

6. Mcnonb3yii Cl102KHBIE U pa3HbIE [1aPOJIH;

7. [daxe BO BpeMs HIpbl He CTOMT OTKJIIOYaTh aHTHBHpYC. [loka ThI urpa-



€lllb, TBOM KOMIIBIOTEP MOTYT 3aPa3UTh.

DUIIMHT UK KpaXka THYHBIX JaHHBIX

OObI4HOMN Kpaeil JeHer W JOKYMEHTOB CErojiHs yxe HHUKOrO He YAUBUILB,
HO C pa3BUTHEM HHTEPHET-TEXHOJOTHH 37T0yMBIIUIEHHUKH MepeMeCTUINCh B HH-
TEPHEeT, U MPOJI0JIKAIOT 3aHUMAThCS «TFOOHUMBIMY JEIOM.

Tak mosiBUNace HOBas yrpo3a: WHTEPHET-MOIIEHHHYECTBA HIH (DHIINHT,
IJIaBHas LeJb KOTOPOT0 COCTOUT B TOTYUYEHUH KOH(DUISHIIUATBHEIX JaHHBIX [10JIb-
30Barelsied - JOrMHOB M maponel. Ha anrmuiickoM s3eike phishing unmTaercs kax
¢ummnr (ot fishing - priGHas 108151, password - naposs).

OcHOBHBIE COBETHI 10 Goprde ¢ GUITHHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciu Tl momo3peBaellb, 9TO TBOS aHKeTa
Oblia B370MaHa, TO HEOOXOAMMO 3abIOKHPOBATL €€ M COOOLIMTH aIMHHHCTPATO-
paM pecypca 06 3TOM KaK MOJKHO CKOpee;

2. Ucnonp3yit 6e3onacHble BeG-CaifTh, B TOM YHCIIE, HHTEPHET-Mara3uHoB U
TOMCKOBBIX CUCTEM;

3. Hcnone3yil cnoxHble M pasHble maposnu. Takum oOpa3oMm, ecid Tebs
B3JIOMAIOT, TO 3JI0YMBIIUIEHHHKH TT0JIy4aT JOCTYI TOJBKO K OJHOMY TBOEMY IpoO-
(uito B ceTu, a He KO BCEM;

4. Ecn TeOs B310Mani, TO HEOOXOAMMO MPEAYIPEIUTE BCEX CBOMX 3HAKO-
MBIX, KOTOpbIE N00aBeHbl y TeOs B APY3bsiX, O TOM, 4TO TeOs B3JIOMAlM M, BO3-
MOJKHO, OT TBOEIO MMEHHM OyJIeT pacchlIaThCs CIlaM M CCBUIKM Ha (PUIIMHIOBBIE
CalThl;

5. Ycranosu Hanexnplid napons (PIN) Ha MoGunsHBIN TenedoH;

6. OTKIIIOYM coXpaHeHUe napoJis B Opaysepe;

7. He otkpeiBail (ailiel 1 Opyrue BIOKEHHS B MHUCbMAx, AaXKe €ClIM OHU
MPHUIUTA OT TBOMX Apy3eil. JIydiie yTouHu y HUX, OTIPABISIMA I OHU Tebe STH
(haitpl.

Lludposas penyrauus

[Mudposas pemyrauus - 3TO HeraTMBHAs WU TO3UTHBHAS WH(DOpMAaLUS B
cetu o tede. Komnpomerupyromas uHdopManus, pasmenieHHas B UHTEPHETE, MO-
JKET Cepbe3HbIM 00pa3oM OTpa3sUThbCs Ha TBOEH peanbHOM xu3HU. «[{udposas pe-
IIyTaluus» - 3TO TBOW HMHIDK, KOTOpbIM (opMupyeTcs u3 mHpopMauuu o tebe B
HHTEpPHeTE.

TBoe mecTo xuTeIbCTBA, yueOsl, TBOE (PUHAHCOBOE MOJIOKEHHE, 0COOEHHO-
CTH XapaKTepa U pacckasbl 0 OJIM3KUX - BCEe ITO HAKAIJIUBAETCS B CETH.

MHorue mogpoCTKH JIErKOMbICIIEHHO OTHOCSITCS K IMyOJUKaLUK JTMYHON HH-
Gopmanuu B MHTepHeTe, He NMOHHMMAasi BO3MOKHBIX TOCieAcTBHM. Thl gaxke He
CMOJKEIIb J0rafaThes 0 TOM, 4To (potorpadus, pasMelleHHas 5 JeT Ha3al, cTajla
PUYHHOM OTKa3a MPUHATH TeOs Ha paboTy.

KomMmenTapuu, pasmelnenue TBoux ¢ororpaduii U apyrue QeHCTBHS MOIYT
He MCYE3HYTh Jiake I0CJ/ie TOro, Kak Thl UX yAalullb. Tel He 3Haellb, KTO coXpa-
HUJI 3Ty MH(POPMAlHIO, MOTIajla I OHA B IMOUCKOBBIE CHCTEMBI U COXPAHMIIACH JIU
OHa, a IVIaBHOE: YTO MOAYyMAaroT O Tede OKpy»Karollue JIIOJH, KOTOphle HalayT U
YBHIAT 3T0. HaiiTn nHQOpMaLMIO MHOIO JIET CIYCTA CMOXKET JIF000i# - Kak H3 J00-
pBIX MOOYKJIEHHUH, TaK U C HAMEPEHUEM IPUYUHUTH BpPed. ITO MOXKET OBITh KTO



YIOJIHO.

OcHOBHBIE COBETHI 110 3a1nTe HHMPOBOI PeITyTaluH:

1. ITogymai, npex/e yeM 4To-To MyOIHKOBATh U NepeiaBaTth y cebs B 6iore
WA B COLUAJIBHOM CeTH;

2. B nacTpoiikax npodHiIs yCTaHOBH OrPaHHYEHHs Ha MPOCMOTDP TBOETO
IPOMHILL ¥ €10 COAEPKUMOTO, CIeNail €ro TONBKO €ISt APY3eiy;

3. He pasmemaii u He ykaspiBail HH(GOPMAIINIO, KOTOpas MOXKET KOro-iuoo
OCKOPOJIATH U1K OOMIKATh.

ABTOPCKOE TIPaBo

CoBpeMeHHBIE IIKOJIBHUKM - AKTUBHBIE II0JI30BATENM UU(POBOro IMpo-
crpancTBa. OIHAKO JajeKo He Bce 3HAIOT, YTO I10JIb30BaHHEe MHOIMMH BO3MOYKHO-
CTAMU LHU(POBOro Mupa TpedyeT coOMIONEeHUs NPaB Ha MHTEIEKTYalbHYIO COO-
CTBEHHOCTb.

Tepmun «unTeNIEKTyanbHast COOCTBEHHOCTB» OTHOCHTCS K pa3IHYHBIM
TBOPEHUSAM YEJIOBEYECKOI0 yMa, HauYHWHas ¢ HOBBIX M300peTeHHH W 3HAKOB, 000-
3HAYaIOLIMX COOCTBEHHOCTh Ha MPOIYKTHI M YCIyTH, U 3aKaH4YKMBas KHUramu, (o-
TOrpausiMu, KHHO(DUIbMAaMU U My3bIKaJIbHBIMU IIPOU3BEICHUAMU.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha HWHTE/UIEKTyalbHYIO COOCTBEHHOCTh Ha
NPOU3BEACHHs HAYKH, JTUTEPaTypbl U UCKYcCTBAa. ABTOPCKHE IpaBa BBICTYIAIOT B
Ka4yeCTBe rapaHTUH TOr0, YTO MHTEJUIEKTYaJIbHbIH/TBOPUECKHH TPpyd aBTopa He Oy-
JeT HalpacHbIM, J1aCT eMy CIIpPaBeJIMBble BO3MOXKHOCTH 3apaboTaTh Ha pe3yJibTa-
Tax CBOEro TPy[a, IMOJYyYHUTh W3BECTHOCTh U Npu3HaHue. Hukro Ge3 paspelrenus
aBTOpa HE MOXKET BOCIIPOM3BOIAUTE €ro MpOU3BEIAeHHEe, PaCIPOCTPAHATh, ITyOIHY-
HO JIEMOHCTPHMpOBaTh, MPOAaBaTh, UMIOPTHPOBATh, IIYCKATH B IPOKAT, IyOIHYHO
HCIIOJIHATD, TIOKA3bIBaTh/UCIIOIHATD B 9(Hpe WK pa3MellaTs B MuTepHere.

Hcnons3oBanye «IMMPaTCKOro» MporpaMMHOIO 00eCIieYeH s MOKET IpHBe-
CTH K MHOTHMM PHMCKaMm: OT IOTepH AaHHBIX K TBOUM aKKayHTaM J0 GIIOKHPOBKH
TBOEro YCTPOMCTBA, Ile yCTaHOBJICGHA HeJleralibHasi nporpamma. He crout Takske
3a0bIBaTh, 4YTO CYIIECTBYIOT JlerajbHble W OecCIUIaTHBIE IMPOrpaMMbl, KOTOpPbIE
MOJKHO HalTH B CeTH.

O nopraie

CeTeBn40K.p( - TBOI I7IaBHBIN COBETYMK B CETH. 3/1€Ch Thl MOJKEIlb y3HATh
0 0€30IIaCHOCTH B CETH MOHATHBIM U JTOCTYIIHBIM S3bIKOM, @ MPU BO3HMKHOBEHHH
KPUTHYECKOH CHUTyalluH OOpaTUTHCSA 3a COBETOM. A TakKe NPUHATH Y4YacTHE B
KOHKYpCaxX U CTaThb CaMbIM HU(POBBIM Mpak1aHHHOM!



